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Insecure Data Storage – Keychain

Let's enter any password in the text field and tap on Save in Keychain. This will save the password in 
the keychain.

Even though keychain is one of the most secure ways of storing information on the device, the 
information saved in the keychain can also be fetched out from a device that is jailbroken.

Let's ssh into our device.

Now lets install a utility named Keychain-Dumper. You can download keychain dumper using the 
command

   wget http://github.com/ptoomey3/Keychain-Dumper/archive/master.zip --no-check-certificate
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You can check out the homepage of Keychain-Dumper at https://github.com/ptoomey3/Keychain-
Dumper
 

Now lets navigate inside the Keychain-Dumper directory and then inside the Keychain-Dumper-
master directory. Now run the executable by using the command ./keychain_dumper. This will 
dump the entire contents of the keychain. 

On scrolling down, we can see the information saved by our application. 

As we can see, we have successfully dumped the keychain contents of our application.
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