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Side channel data leakage – Device logs

Make sure your device is connected to your computer. Fire up Xcode and go to Window → Organizer

Go to the devices section and on the left side, select your device and select console.

Now submit any dummy data in the challenge page and tap on Sign Up



On the console section, you will see the data about the user being logged.

This is a mistake on the part of the developer. Such logs should be removed before submitting an application to 
the app store as it might reveal important information. Optionally, the user should enable logs only when the 
application is being run in the debug mode.


