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Side channel data leakage – Pasteboard

Enter any data in the credit card text field and copy the entire thing.

Now hook into the application using cycript.

To print out the contents of the keyboard, use the command 

[UIPasteboard generalPasteboard].items

Optionally, you can also write another application that executes this command.



From the output, you can find the information about the credit card number that was copied into the 
pasteboard buffer.

 


