Damn Vulnerable IOS Application Solutions
http://damnvulnerableiosapp.com/

Insecure Data Storage — Plist Files

Let's enter any username/password combination and tap on Save in Plist file

Data saved in Plist

Ok

This will save the data inside a plist file in the application sandbox.

We can easily explore the application sandbox by using a simply utility iExplorer. You can get it from
http://www.macroplant.com/iexplorer/download-ie3-mac.php

Open the iExplorer application and make sure your device is connected to your computer. Select your
device and on the left section inside Apps, select the DVIA app. This will take you to the application
sandbox for the application. Open the Documents folder in iExplorer and you will see a file named
userlnfo.plist. Right click on it and choose the Quick Look option


http://damnvulnerableiosapp.com/
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Name File Type Size Date Modified
» [ DamnVulnerablelOSApp.app 1/17/14, 11:18 PM
v . Documents 62 kB 1/18/14, 12:32 PM
" CoreData.sqlite SQLITE 20 kB 1/17/14, 11:25 PM
" CoreData.sqglite-shm SQLITE-SHM 32 kB 1/18/14,11:44 AM
" CoreData.sglite-wal SQLITE-WAL 8 kB 1/18/14,12:03 AM
" secret-data 82 B 1/17/14, 11:24 PM
| userinfo.plist LT 290 B 1/18/14, 12:32 PM
p [ Library Opn sl 1/17/14, 11:25 PM
-
p L itmp 1/18/14, 12:32 PM
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As we can see, the username/password combination is saved inside this plist file in plaintext format.

userinfo.plist Open with Xcode -

<?xml version="1.8" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.@//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>password</key>
<string>secretpassword</string>
<key>username</key>
<string>testuser</string>
</dict>
</plist>

Many applications save confidential data in plist files but don't realize that the information is stored in
plaintext on the device and can be easily accessible to anyone.




