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Jailbreak Detection – Jailbreak Test 1

Dump the class information for this application by navigating to the folder where the application binary 
is located and using the command class-dump DamnVulnerableIOSApp 

On scrolling down a bit, we see this function – (BOOL)isJailbroken; in the class 
JailbreakDetectionVC that returns a BOOL value.

Looks like this method is the one that is used to check whether a device is jailbroken or not. If we 
modify the implementation of this method to return NO, then our task will be accomplished.

Let's use cycript to overwrite this method's implementation. First, lets hook into the application by 
finding the process ID of the application and using the command cycript -p PID. Make sure the 
application is running in foreground or we won't be able to hook into this application.
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Now modify the implementation by using this command in the cycript interpreter

JailbreakDetectionVC.messages['isJailbroken'] = function () {return NO};

And now, if you tap on the button Jailbreak Test 1 in the application, you will see that the alert says 
“Device is not jailbroken” even though the device I am currently running the application on is actually 
jailbroken.

And you will notice that if you tap on Jailbreak Test 2, you will see an alert that says “Device is 
jailbroken”. Looks like our fix didn't work for the second test. To know how to bypass the check for 
jailbreak in that case, please have a look at the solutions for Jailbreak Test 2.


