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Insecure Data Storage – Core Data

Let's enter some dummy information and tap on Save in Core Data

Now lets ssh into our device and go to the directory /var/mobile/Applications

Now use the command ls * to look for the directory of our application.
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After scrolling down, we find the application directory for Damn Vulnerable IOS Application. Let's 
look inside this directory.

On going inside the directory Documents, we see a sqlite file with the name CoreData.sqlite. Let's use 
the sqlite3 client to look into it. Use the command sqlite3 CoreData.sqlite to enter the sqlite3 
interpreter with this database and then .tables to see all the tables for this database.

Let's just dump out all the data from the table ZUSER. The other two tables are created by default in Core Data 
to serve a different purpose. Please note that the default tables start with Z_ whereas custom made tables will 
start with just a Z

Make sure to turn on headers by using the command .headers on.Then, to dump all the information from the 
table  ZUSER, use the command Select * from  ZUSER;

As we can see, the whole data stored using the CoreData framework was dumped out. It is important for 
developers to note that the data stored via CoreData is saved unencrypted in the application sandbox. It is 
therefore their responsibility to make sure they do not store confidential data using the CoreData framework 
locally on the device.




