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Side channel data leakage — Keyboard logs

Enter any dummy data in the text field.
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¢ Back Side Channel Data Leakage

iOS by default logs every input that you
enter in a text field on the device unless the
text field is not set as Secure. This is done
to assist the user in autocorrecting the value
once the user enters any input in the text
field. It is therefore essential for developers
to disable autocorrect on text fields that
may contain require sensitive data. Text
fields that are set as secure in the
application don't log keystrokes. Your task
is to enter some dummy name in the text
field below and then find this name in the
keystroke logs saved on the device.
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Now ssh to your device and go to the location /var/mobile/Library/Keyboard/

Prateeks-iPhone:/ root# cd /var/mobile/Library/Keyboard/

Prateeks-iPhone:/var/mobile/Library/Keyboard root# ls

CameraTweak/ CloudUserDictionary.sqlite CoreDataUbiquitySupport/ en_GB-dynamic-text.dat hi-dynamic-text.dat
Prateeks-iPhone:/var/mobile/Library/Keyboard root# I

Here we can see some files ending with the .dat extension. Choose the .dat file starting with en and try to look at
its contents using vim.



Prateeks—iPhone:/var/mobile/Libr;ry}Keyboard root# viﬁ en;GB;aynahic—tExt.dét

As you can see, this file contains all the keystroke logs that were cached on the device. The image below is just
a part of this file, but if you look more into this file, you will notice that the logs are cached for a very long time.
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