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Insecure Data Storage — NSUserDefaults

Let's enter any text in the text box and tap on Save in NSUserDefaults
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< Back Insecure Data Storage

The input entered here is saved using
NSUserDefaults. Your task is to find where
this value is stored in the App sandbox.

findmeifyoucan

Save in NSUserDefaults

Now lets head over to the iExplorer application and inside the application sandbox for the DVIA

application. All the information saved using NSUserDefaults is stored in an unencrypted format in the
device in the location

Library -> Preferences -> $AppBundleld.plist

So lets head over there and we can see a plist file with the name
HighAltitudeHacks.com.DamnVulnerablelOSApp.plist . Right click on it and click on Quick Look


http://damnvulnerableiosapp.com/

iExplorer > N Prateek's iPhone> -] Apps> 8 DVIA> - Library> (] Preferences

Name File Type Size Date |
» [ DamnVulnerablelOSApp.app 1/18/14
» || Documents 1/18/14
v [ Library 1/18/14
» []Caches 1/18/14
v _|Preferences 373 B 1/18/14
| H|ghAIt|tIud:Haclk:..cEm.D?mnVuInerabIeIOSApp.phst Open %0 ;; 2 1/12/ i:|
. com.apple.PeoplePicker.plist Quick Look /18/
> Ltmp 1/18/14
Refresh R
Add Bookmark D
Paste 3P
Delete <
New Folder 3N
Add Files... N FEA

Export to Folder... 3E

Mount as Disk

As we can see, the information is saved in plaintext in this plist file with the key DemoValue.
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HighAltitudeHacks.com.DamnVulnerablelOSApp.plist Open with Xcode -~

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.@//EN" "http://www.apple.com/DTDs/PropertyList-1.0.dtd">
<plist version="1.0">
<dict>
<key>DemoValue</key>
<string>findmeifyoucan</string>
</dict>
</plist>

As we can clearly note here, NSUserDefaults is definitely not a good way to store confidential
information as all the information is stored unencrypted on the device.



