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Side channel data leakage – App Screenshot

Enter any dummy answer in the security question text field and tap on the home button on your device to take 
the application in the background. iOS will take a screenshot of the application before it goes in the background. 
You can find this screenshot in the location as shown below using iExplorer inside the application sandbox.

 

Right click on it and select the quick look option.

You will find that this screenshot contained the answer to the security question that was cached on the device. In 
order to prevent this kind of a vulnerability, this text field should have been set with the secure option.




